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Kaspersky’
DDoS Protection

Ecnn Balwa KOMMaHWsa KOraa-nmbéo CTaHOBWAACK XepTBoW DDoOS-aTtakm, TO Bbl HE MOHACbILLIKE
3HaeTe, YTO TaKas aTaka MOXET MPUBECTU K CePbe3HbIM PUHAHCOBBLIM U pernyTauMOHHbIM
nocnencTBMsaM. A eCnv BaM NOBE3JIO U Bbl MOKa He CTalKMBanucChb ¢ DDoS-aTakaMm, TO nydlle
Ha4yaTb FOTOBUTLCH K HUM Cenyac, MOTOMY YTO OOHaX bl BE3EHME MOXET 3aKOHYNTLCS.

Kaspersky DDoS Protection — 370 cneunanmsnpoBaHHoOe pelleHne ons 3awmTbl oT DDoS-aTak,
NO3BONSOLLEE OHECMNEYNTb HEMNPEPLIBHOCTb GU3HEC-MPOLLECCOB 1 becnepebonHyo padboTy
BaLLMX KPUTUYECKUX OHJTANH-PECYPCOB U MHPPACTPYKTYPbI.

MpenmywecTsa pelwenus BbICTpOG M TOYHOE paCrno3HaBaHUE aTakK

«JlabopaTopuu Kacnepckoro»
CeHcop «JlabopaTopun Kacnepckoro», ycTaHOBEHHbIV B o6nake KDP nné6o

¢ OPdeKTMBHOE BCECTOPOHHEE
Ha NJolWaAKe 3aKa34ynka, CobmpaeT AaHHble O Tpaduke, CTPOUT Npodunmn

npotusonenctene DDoS-aTtakam

« MoNHbIN OXBAT M yCreLHas paboTa TUNNYHOrO NOBEAEHWS NONb30BaTENEN U pa3NnyHble Modenn Tpaduka. [Nocne
C aTakamu 60nbLWOro obbema 3TOro pelweHne NOCTOAHHO CNeAuT 3a NoBeleHeM TpadurKa B pexmnme
* YHUKanbHbIA CeHCOop AN peanbHOro BpemMeHu. Jliobasg aHoManns, KOTopas MOXeT yKa3blBaTb

MOHUTOPWHra Tpadmka B pexmme
peanbHOro BpemMeHun

¢ OnepaTtmBHas KPYrnocyToO4YHas
3alMTa U NoAAepPKKa DKCNepTHOW OLHOBPEMEHHO C 3TUM HaLLM 3KCNepPTbl MOCTOSHHO OTCAEXMBAIOT cuTyaumio ¢ DDoS-
rpynnel KDP yrpo3amu, YTO6bl BOBpPEMS MPefoTBPaTUTb BO3MOXHbIE 3aMnlaHMPOBaHHbIE aTaKM.

« OTkasoycTon4ymBas
MHGPaCTPYKTypa LLEHTPOB OYNCTKM
PacnoNOXeHHbIX B OCHOBHbIX TO4YKax
obMeHa MHTepHeT-TpadmKa

Ha BO3MOXHYIO aTaKy, HeMe/IeHHO PaCro3HaeTCA.

[M6koe pearnpoBaHune Ha DDoS-yrposbl

Kak TONbKO pacno3HaeTCs BO3MOXHbIN CLeHapuit aTakun, fpynna akcneptos KDP

Nanpwadr artak nonyyaeT yBeAOMSIEHNE U NPUHUMAaET Mepbl MO OTPaXkeHUIo aTakn. B pamkax KDP
Connect nnmn Connect+ otpaxkeHne DDoS-aTak NPONCXOANT B aBTOMaTUYECKOM
pexume. [NapannenbHO 3KCNePTbl HeMeAIEHHO NPOBOAAT AeTalbHOE UCCNef0OBaHNeE

& aTaKu Y BHOCST KOPPEKTMBbI, YYUTbIBasi MOLLHOCTb DDoS-aTtaku, ee TMn 1 CIOXHOCTb.

Amplification L7, HTTPS loT- KDP Control no3sonseTt BaM CaMOCTOATENBHO ONPeaennTb, Koraa cieayet

(ycuneme) 60THETbI nepeHanpaBmnTb TPadUK Ha LLEHTPbLI OYNCTKM Ans oTpaxeHuns DDoS-aTaku.

Lien atax Bbl noa atakon? Pa6boTtanTte B 0O6bIMHOM
KnneHTckue oHnamH-cepBuUChI 40,5% pe)'KMMe!

My6nunyHble canThbl 38,9%

28,6% Kak ToNbKO HauMHaeTcs aTaka, BeCb Ball TpaduK nepeHanpaBaseTcs Ha Halu
®aitnosble cepeepbl 26,3% LLeHTPbl 04MCTKM. Mpr 3TOM:
CepBuchbl ang 6usHeca 14,1%
o JlocTyn Kk Bawen nHGPacTPyKType He 61oKkMpyeTcs 60bWLNMM O6bEMOM
MYCOPHOTO Tpaduka.
» Cuctema KDP pacnosHaeT v yaanseT BeCb «MyCOPHbIN» TpaduK.
e JlernTuMHbI TpadurK BO3BPALLAETCS K BaM CPa3y NOCTe OYNCTKM.

Becb NnpouecCC OTpaXeHUd aTakm NPpoOnNCXxoamnT HeE3aMeTHO ANd BallnX
COTPYAHNKOB N KTMEHTOB M HE 3aTparmMBaeT Balln 6I/I3HeC-I'|pOLLeCCbI.
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Knactep cepBepoB o4MCTKMU

— WHTepHeT-npoBanaep -

Orpaxenme DDoS-yrpoz mosoromuna Bp1G@PUTE CBOM BapUaHT
npotusoaeunctesua DDoS-atakam

Kaspersky DDoS Protection — aT1o addek-
TMBHOE pelleHne ang I'IpOTVIBOﬂ,el;ICTBl/Iﬂ
Bcem Buaam DDoS-aTak, BKlO4as aTakm «JlabopaTtopua Kacnepckoro» npeanaraet Tpy BEPCUN PELLIEHNS, KOTOPbIE Bbl MOXETE

6onbworo o6vema (amplification, direct 6 N . .
flood), TCP short-packet, TCP connect, BblI6GPaTb B 3aBUCUMOCTW OT BaLLMX Lieiel, pecypCcoB U ceTEBON MHOPACTPYKTYPbI:

L7 (HTTP) n SSL (HTTPS). Kaxabi1 1z
aTaK HanpasJ/IeH Ha Pa3NYHbIE SNEMEHTbI  KDP Connect — nepeHanpasneHme Tpaduka nimeHeHmem DNS-3anmcum

IT-HPPACTPYKTYPbI XEPTBbI — NHTEPHET- B pexume Always On, OCTaBKa OUYNLLEHHOIO TpadmKa OCYyLLECTBASETCS
KaHanel, CETeBOe 060pyAOBaHNE, NPMNO- yepes npokcu-cepsep, GRE-TYHHENM UAK Yepes BblAENEHHYIO TMHUIO.

weHuns n ap. OgHOBPEMEHHOE NPUMEHeHne
Pa3NUUHbIX BUAOB aTak MOXET NPUBECTH KDP Connect + — nepeHanpaeneHue Tpadpumka cpeactBamm npotokona BGP

K YBENMUYEHMIO MPUUMHAEMOTO yLLep6a. B pexume Always On, [OCTaBKa OUYULLEHHOMO TpadrKa OCYLLECTBNAETCS
OO6WUPHBIN ONBIT U YHUKATbHbBIA MOAXOL yepe3 GRE-TYHHeENM Unn BbiAENEHHYIO IMHUIO.

«Jla6opaTopun Kacnepckoro», 8 KOTOpOM  ,  KDP Control — neperanpasieHue Tpaduka CpeAcTBaMU NpoTokona BGP
co4eTarTCad NOCTOAHHBIM MOHUTOPUHT

TPAMKE M CTATACTUMECKNI AHAAMS, B pexxume On Demand, [oCTaBKa OYMNLLEHHOTO TpadKMKa OCYLLECTBASETCS
a Takxxe onepaTtueHas v NpodeccroHansHas Yepe3 GRE-TyHHeNM U BblAENEHHYIO MHMIO.

pa6oTa [pynnbl akcnepTtoB KDP nossonstoT
o6ecneynTb BacC 3alIMTON OT BCEX BUAOB
DDoS-aTtak, BK/to4ass KOMOBUHUPOBAHHbIE.

Npynna akcnepTtoB KDP

lpynna akcnepTtoB KDP (Emergency Response Team), cocToswas

13 CNeunanncToB BbiICOYaNLLIEro Klacca, KPYrOCYy TOYHO OTCNEXNBaET
aHOManuu B Tpadumke — 3TO NO3BONSET KaK MOXHO paHbLUe O6HAPYXUTb
HaYMHAIOLLYIOCS aTaKy U HEO6XOAMMbIM O6Pa30M HACTPOUTb GULTPBI.
OnbIT Y 3HAHWUS IKCMEPTOB OYEHb BaXKHbl, MOCKOJbKY KM6EpnpecTynHNKU
CMOCO6HbI ONePaTUBHO MEHSITb XapaKTEPUCTUKM MPOBOANMbIX DDoS-
aTak, YTO6bl MPUYNHUTL MaKCUManbHbIN yiLep6. [TOCTOSHHbIA SKCNEPTHbIN
MOHWUTOPUHT MO3BONSIET ONEepPaTUBHO pearnpoBaTh Ha OMACHbIE M3MEHEHUS
B XapaKTEPMUCTUKAX MPOUCXOAALLEN aTaKW.

FEN expert www.kaspersky.ru
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